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Decision/action requested

Solution related to identity privacy in UAS.
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Rationale

TR 33.854 has been started to address security concerns related to UAS architecture. KI#5 addresses privacy. Spoofing of UAS identities shall not be possible.
This contribution provides a solution to avoid spoofing by a MitM.

The solution is an update and considers the comments given to an earlier version of the solution that was submitted in SA3#101-e as S3-203231.
4
Detailed proposal

******** START OF CHANGES
6.X
Solution #X: DHIES encryption to avoid UAV spoofing

6.X.1 Introduction

This solution addresses KI#5 Privacy protection of UAS identities.

UAS is co-ordinated by UTM/USS and 3GPP CN completely for some of the key factors like approved path, location information, other UAVs communication (off-network functional model), ground stations and targets. Attacks initiated from a hostile environment are invariably random or opportunistic events. In case of a spoofing ID attack, a MitM can feed misleading inputs towards the victim UAV, in the form of a wrong trajectory, target location or false ground station for landing. 
6.X.2
Solution overview
The solution avoids unique identities (ID) spoofing, forging on UAS infrastructure, and attacks against the UAV (e.g.: CAA level UAV ID , 3GG UAV ID) and UAV-Controller (e.g.: transport address) by protecting related identities with DHIES using UTC timestamp and optionally also the geolocation. For this, UAV/UAV-C, 3GPP-CN and USS/UTM will need to be provided with an association and disassociation function. The association function uses DHIES and is taking identity, time information and approved geo location as input. The disassociation function uses DHIES and retrieves again these parameters.
The scheme can be used with all current IDs in the UAS domain. UTC timestamp (and in some cases geo location) is required to prevent replay attack scenarios. The receiver (UAV or UAV-C) tries to run the disassociate functionality and retrieves the ID and UTC timestamp. If the received ID matches and also UTC timestamp is cross-checked against the allowed threshold, the received ID is considered as valid and the message is processed further. 
Another use case for this scheme is that the UAV created associated ID is received by the UTM, which receives the ID, UTC timestamp and possibly the geo-location. UTM may have pre-approved IDs stored in a database against which it can cross-check against time and threshold. In case an attacker resends the same ID, it might not be within the allowed threshold of time and so spoofing is prevented. In addition, since the tag is used for integrity protection, a MitM attacker cannot tamper the ID and linkability and trackability attacks can be avoided.
6.X.3
Solution evaluation 

By this solution a man in the middle attacker, catching the encrypted ID, cannot perform a spoofing attack against the system and thus, privacy is preserved. Further, linkability and trackability attacks can be avoided.
******** END OF CHANGES

